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DSHS Agreement Number:  

This Agreement is by and between the State of Washington Department 
of Social and Health Services (DSHS) and the Contractor iden�fied and 
is issued pursuant to the Interlocal Coopera�on Act, chapter 
39.34 RCW. 

Program Contract Number: 

Contractor Contract Number: 

CONTRACTOR NAME CONTRACTOR doing business as (DBA) 

CONTRACTOR ADDRESS 

 

WASHINGTON UNIFORM 
BUSINESS IDENTIFIER (UBE) 

 

DSHS INDEX NUMBER 

 

CONTRACTOR CONTACT CONTRACTOR TELEPHONE CONTRACTOR FAX CONTRACTOR E-MAIL ADDRESS  

DSHS ADMINISTRATION 

 

DSHS DIVISION 

 
 

DSHS CONTRACT CODE 

DSHS CONTACT NAME AND TITLE  DSHS CONTACT ADDRESS 
 
 
 

DSHS CONTACT TELEPHONE DSHS CONTACT FAX DSHS CONTACT E-MAIL ADDRESS 

IS THE CONTRACTOR A SUBRECIPIENT FOR PURPOSES OF THIS CONTRACT? CFDA NUMBER(S) 

AGREEMENT START DATE AGREEMENT END DATE MAXIMUM AGREEMENT AMOUNT 

EXHIBITS. The following Exhibits are atached and are incorporated into this Agreement by reference: 
 ☐Exhibits (specify): Exhibit A Data Security Requirements 
 ☐No Exhibits. 
The terms and condi�ons of this Agreement are an integra�on and representa�on of the final, en�re and exclusive 
understanding between the par�es superseding and merging all previous agreements, wri�ngs, and communica�ons, 
oral or otherwise regarding the subject mater of this Agreement, between the par�es. The par�es signing below 
represent they have read and understand this Agreement, and have the authority to execute this Agreement. This 
Agreement shall be binding on DSHS only upon signature by DSHS. 

  CONTRACTOR SIGNATURE 
 

PRINTED NAME AND TITLE 
 

DATE SIGNED 
 

DSHS SIGNATURE 
 

PRINTED NAME AND TITLE 
 

DATE SIGNED 
 

1. Defini�ons. The words and phrases listed below, as used in this Contract, shall each have the following defini�ons: 
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a. "Central Contracts and Legal Services" means the DSHS central headquarters contrac�ng office, or successor 

sec�on or office. 

b. "Confiden�al Informa�on" or "Data" means informa�on that is exempt from disclosure to the public or other 
unauthorized persons under RCW 42.56 or other federal or state laws. Confiden�al Informa�on includes, but is 
not limited to, Personal Informa�on. 

c. "Contract" or "Agreement" means the en�re writen agreement between DSHS and the Contractor, including any 
Exhibits, documents, or materials incorporated by reference. The par�es may execute this contract in mul�ple 
counterparts, each of which is deemed an original and all of which cons�tute only one agreement. E-mail or 
Facsimile transmission of a signed copy of this contract shall be the same as delivery of an original. 

d. "CCLS Chief” means the manager, or successor, of Central Contracts and Legal Services or successor sec�on or 

office.  

e. "Contractor" means the individual or en�ty performing services pursuant to this Contract and includes the 
Contractor's owners, members, officers, directors, partners, employees, and/or agents, unless otherwise stated 
in this Contract. For purposes of any permited Subcontract, "Contractor" includes any Subcontractor and its 
owners, members, officers, directors, partners, employees, and/or agents. 

f. "Debarment" means an ac�on taken by a Federal agency or official to exclude a person or business en�ty from 
par�cipa�ng in transac�ons involving certain federal funds. 

g. "DSHS" or the "Department" means the state of Washington Department of Social and Health Services and its 
employees and authorized agents. 

h. "Encrypt" means to encode Confiden�al Informa�on into a format that can only be read by those possessing a 
"key;" a password, digital cer�ficate or other mechanism available only to authorized users. Encryp�on must use 
a key length of at least 256 bits for symmetric keys, or 2048 bits for asymmetric keys. When a symmetric key is 
used the Advanced Encryp�on Standard (AES) must be used if available. 

i. "Personal Informa�on" means informa�on iden�fiable to any person, including, but not limited to informa�on 
that relates to a person's name, health, finances, educa�on, business, use or receipt of governmental services or 
other ac�vi�es, addresses, telephone numbers, Social Security Numbers, driver license numbers, other 
iden�fying numbers, and any financial iden�fiers. 

j. "Physically Secure" means that access is restricted through physical means to authorized individuals only. 

k. "Program Agreement" means an agreement between the Contractor and DSHS containing special terms and 
condi�ons, including a statement of work to be performed by the Contractor and payment to be made by DSHS. 

l. "RCW" means the Revised Code of Washington. All references in this Contract to RCW chapters or sec�ons shall 
include any successor, amended, or replacement statute. Per�nent RCW chapters   can be accessed at 
htp://apps.leg.wa.gov/rcw/. 
 

m. "Regula�on" means any federal, state, or local regula�on, rule, or ordinance. 
 

http://apps.leg.wa.gov/rcw/
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n. "Secured Area" means an area to which only authorized representa�ves of the en�ty possessing the 
Confiden�al Informa�on have access. Secured Areas may include buildings, rooms or locked storage containers 
(such as a filing cabinet) within a room, as long as access to the Confiden�al Informa�on is not available to 
unauthorized personnel. 
 

o. "Subcontract" means any separate agreement or contract between the Contractor and an individual or en�ty 
("Subcontractor") to perform all or a por�on of the du�es and obliga�ons that the Contractor is obligated to 
perform pursuant to this Contract. 
 

p. "Tracking" means a record keeping system that iden�fies when the sender begins delivery of Confiden�al 
Informa�on to the authorized and intended recipient, and when the sender receives confirma�on of delivery 
from the authorized and intended recipient of Confiden�al Informa�on. 
 

q. "Trusted Systems" include only the following methods of physical delivery: (1) hand-delivery by a person 
authorized to have access to the Confiden�al Informa�on with writen acknowledgement of receipt; (2) United 
States Postal Service ("USPS") first class mail, or USPS delivery services that include Tracking, such as Cer�fied 
Mail, Express Mail or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS, DHL) which offer 
tracking and receipt confirma�on; and (4) the Washington State Campus mail system. For electronic 
transmission, the Washington State Governmental Network (SGN) is a Trusted System for communica�ons 
within that Network. 
 

r. "WAC" means the Washington Administra�ve Code. All references in this Contract to WAC chapters or sec�ons 
shall include any successor, amended, or replacement regula�on. Per�nent WAC chapters or sec�ons can be 
accessed at htp://apps.leg.wa.gov/wac/. 
 

2. Amendment. This Contract may only be modified by a writen amendment signed by both par�es. Only 
personnel authorized to bind each of the par�es may sign an amendment. 
 

3. Assignment. The Contractor shall not assign this Contract or any Program Agreement to a third party 
 without the prior writen consent of DSHS. 
 
4. Billing Limita�ons.  

a. DSHS shall pay the Contractor only for authorized services provided in accordance with this Contract. 

b. DSHS shall not pay any claims for payment for services submited more than twelve (12) months a�er the 
calendar month in which the services were performed. 

c. The Contractor shall not bill and DSHS shall not pay for services performed under this Contracts if the 
Contractor has charged or will charge another agency of the state of Washington or any other party for the 
same services. 

5. Compliance with Applicable Law. At all �mes during the term of this Contract, the Contractor shall comply 
with all applicable federal, state, and local laws and regula�ons, including but not limited to, nondiscrimina�on 
laws and regula�ons. 

6. Confiden�ality. 

a. The Contractor shall not use, publish, transfer, sell or otherwise disclose any Confiden�al 
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Informa�on gained by reason of this Contract for any purpose that is not directly connected with Contractor's 
performance of the services contemplated hereunder, except: 

(1) as provided by law; or, 

(2) in the case of Personal Informa�on, with the prior writen consent of the person or personal 
representa�ve of the person who is the subject of the Personal Informa�on. 

b.   The Contractor shall protect and maintain all Confiden�al Informa�on gained by reason of this 
Contract against unauthorized use, access, disclosure, modifica�on or loss. This duty requires the 
Contractor to employ reasonable security measures, which include restric�ng access to the Confiden�al 
Informa�on by: 

(1) Allowing access only to staff that have an authorized business requirement to view the Confiden�al 
Informa�on. 

(2) Physically Securing any computers, documents, or other media containing the Confiden�al Informa�on. 

(3) Ensure the security of Confiden�al Informa�on transmited via fax (facsimile) by: 

(a) Verifying the recipient phone number to prevent accidental transmital of Confiden�al Informa�on 
to unauthorized persons. 

(b) Communica�ng with the intended recipient before transmission to ensure that the fax will be 
received only by an authorized person. 

(c) Verifying a�er transmital that the fax was received by the intended recipient 

(4) When transpor�ng six (6) or more records containing Confiden�al Informa�on, outside a Secured Area, 
do one or more of the following as appropriate: 

(a) Use a Trusted System. 

(b) Encrypt the Confiden�al Informa�on, including: 

i. Encryp�ng email and/or email atachments which contain the Confiden�al Informa�on. ii. 
Encryp�ng Confiden�al Informa�on when it is stored on portable devices or media, including but 
not limited to laptop computers and flash memory devices. 

Note: If the DSHS Data Security Requirements Exhibit is atached to this contract, this item, is 
superseded by the language contained in the Exhibit. 

(5) Send paper documents containing Confiden�al Informa�on via a Trusted System. 

(6) Following the requirements of the DSHS Data Security Requirements Exhibit, if atached to this contract. 

c. Upon request by DSHS5 at the end of the Contract term, or when no longer needed, Confiden�al 
Informa�on Shall be returned to DSHS or Contractor shall cer�fy in wri�ng that they employed a DSHS 
approved method to destroy the informa�on. Contractor may obtain informa�on regarding approved 
destruc�on methods from the DSHS contact iden�fied on the cover page of this Contract. 
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d. Paper documents with Confiden�al informa�on may be recycled through a contracted firm, provided the 
contract with the recycler specifies that the confiden�ality of informa�on will be protected, and the informa�on 
destroyed through the recycling process. Paper documents containing Confiden�al Informa�on requiring special 
handling (e.g. protected health informa�on) must be destroyed on-site through shredding, pulping, or 
incinera�on. 

e. No�fica�on of Compromise or Poten�al Compromise. The compromise or poten�al compromise of Confiden�al 
Informa�on must be reported to the DSHS Contact designated on the contract within one (1) business day of 
discovery. Contractor must also take ac�ons to mi�gate the risk of loss and comply with any no�fica�on or other 
requirements imposed by law or DSHS. 

7. Debarment Cer�fica�ons. The Contractor, by signature to this Contract, cer�fies that the Contractor is not 
presently debarred, suspended, proposed for debarment, declared ineligibles, or voluntarily excluded by any 
Federal department or agency from par�cipa�ng in transac�ons (Debarred). The Contractor also agrees to 
include the above requirement in any and all Subcontracts into which it enters. The Contractor shall immediately 
no�fy DSHS if, during the term of this Contract, Contractor becomes Debarred. DSHS may immediately terminate 
this Contract by providing Contractor writen no�ce if Contractor becomes Debarred during the term hereof. 
 

8. Governing Law and Venue. This Contract shall be construed and interpreted in accordance with the laws of the 
state of Washington and the venue of any ac�on brought hereunder shall be in Superior Court for Thurston 
County. 
 

9. Independent Contractor. The par�es intend that an independent contractor rela�onship will be created by this 
Contract. The Contractor and his or her employees or agents performing under this Contract are not employees 
or agents of the Department. The Contractor, his or her employees, or agents performing under this Contract will 
not hold himself/herself out as, nor claim to be, an officer or employee of the Department by reason hereof, nor 
will the Contractor, his or her employees, or agent make any claim of right, privilege or benefit that would accrue 
to such officer or employee. 
 

10. Inspec�on. The Contractor shall, at no cost, provide DSHS and the Office of the State Auditor with reasonable 
access to Contractor's place of business, Contractor's records, and DSHS client records, wherever located. These 
inspec�on rights are intended to allow DSHS and the Office of the State Auditor to monitor, audit, and evaluate 
the Contractor's performance and compliance with applicable laws, regula�ons, and these Contract terms. These 
inspec�on rights shall survive for six (6) years following this Contract's termina�on or expira�on. 
 

11. Maintenance of Records. The Contractor shall maintain records rela�ng to this Contract and the performance of 
the services described herein. The records include, but are not limited to, accoun�ng procedures and prac�ces, 
which sufficiently and properly reflect all direct and indirect costs of any nature expended in the performance of 
this Contract. All records and other material relevant to this Contract shall be retained for six (6) years a�er 
expira�on or termina�on of this Contract. 

Without agreeing that li�ga�on or claims are legally authorized, if any li�ga�on, claim, or audit is started before 
the expira�on of the six (6) year period, the records shall be retained un�l all li�ga�on, claims, or  audit findings 
involving the records have been resolved. 

12. Order of Precedence. In the event of any inconsistency or conflict between the General Terms and 
Condi�ons and the Special Terms and Condi�ons of this Contract or any Program Agreement, the 
inconsistency or conflict shall be resolved by giving precedence to these General Terms and Condi�ons. 
Terms or condi�ons that are more restric�ve, specific, or par�cular than those contained in the General 
Terms and Condi�ons shall not be construed as being inconsistent or in conflict. 



DSHS General Terms and Condi�ons 

DSHS Central Contracts & Legal Services 
6015LF Custom Interlocal Agreement (5-11-18) Page 6 

13. Severability. If any term or condi�on of this Contract is held invalid by any court, the remainder of the 
Contract remains valid and in full force and effect. 

14. Survivability. The terms and condi�ons contained in this Contract or any Program Agreement which, by their 
sense and context, are intended to survive the expira�on or termina�on of the par�cular agreement shall 
survive. Surviving terms include, but are not limited to: Billing Limita�ons; Confiden�ality, Disputes; 
Indemnifica�on and Hold Harmless, Inspec�on, Maintenance of Records, No�ce of Overpayment, Ownership of 
Material, Termina�on for Default, Termina�on Procedure and Treatment of Property. 

15. Contract Renego�a�on, Suspension, or Termina�on Due to Change in Funding. 

If the funds DSHS relied upon to establish this Contract or Program Agreement are withdrawn, reduced or limited, or 
if addi�onal or modified condi�ons are placed on such funding, a�er the effec�ve date of this contract but prior to 
the normal comple�on of this Contract or Program Agreement: 

a At DSHS's discre�on, the Contract or Program Agreement may be renego�ated under the revised 
funding condi�ons. 

b At DSHS’s discre�on, DSHS may give no�ce to Contractor to suspend performance when DSHS determines that 
there is reasonable likelihood that the funding insufficiency may be resolved in a �meframe that would allow 
Contractor's performance to be resumed prior to the normal comple�on date of this contract. 

(1) During the period of suspension of performance, each party will inform the other of any 
condi�ons that may reasonably affect the poten�al for resump�on of performance. 
 

(2) When DSHS determines that the funding insufficiency is resolved, it will give Contractor writen 
no�ce to resume performance. Upon the receipt of this no�ce, Contractor will provide writen no�ce 
to DSHS informing DSHS whether it can resume performance and, if so, the date of resump�on. For 
purposes of this subsubsec�ons, "writen no�ce" may include email. 

(3) If the Contractor's proposed resump�on date is not acceptable to DSHS and an acceptable date 
cannot be nego�ated, DSHS may terminate the contract by giving writen no�ce to Contractor. The 
par�es agree that the Contract will be terminated retroac�ve to the date of the no�ce of suspension. 
DSHS shall be liable only for payment in accordance with the terms of this Contract for services 
rendered prior to the retroac�ve date of termina�on. 

c. DSHS may immediately terminate this Contract by providing writen no�ce to the Contractor. The 
termina�on shall be effec�ve on the date specified in the termina�on no�ce. DSHS shall be liable only for 
payment in accordance with the terms of this Contract for services rendered prior to the effec�ve date of 
termina�on. No penalty shall accrue to DSHS in the event the termina�on op�on in this sec�on is exercised. 

16. Waiver. Waiver of any breach or default on any occasion shall not be deemed to be a waiver of any subsequent 
breach or default. Any waiver shall not be construed to be a modifica�on of the terms and condi�ons of this 
Contract. Only the CCLS Chief or designee has the authority to waive any term or condi�on of this Contract on 
behalf of DSHS. 

Addi�onal General Terms and Condi�ons — Interlocal Agreements: 

17. Disputes. Both DSHS and the Contractor ("Par�es") agree to work in good faith to resolve all conflicts at 
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the lowest level possible. However, if the Par�es are not able to promptly and efficiently resolve, through direct 
informal contact, any dispute concerning the interpreta�on, applica�on, or implementa�on of any sec�on of this 
Agreement, either Party may reduce its descrip�on of the dispute  in wri�ng, and deliver it to the other Party for 
considera�on. Once received, the assigned managers or designees of each Party will work to informally and 
amicably resolve the issue within five (5) business days. If managers or designees are unable to come to a mutually 
acceptable decision within five (5) business they may agree to issue an extension to allow for more �me. 

If the dispute cannot be resolved by the managers or designees, the issue will be referred through each 
Agency's respec�ve opera�onal protocols, to the Secretary of DSHS ("Secretary") and the Contractor's Agency 
Head ("Agency Head") or their depu�es or designated delegates. Both Par�es will be responsible for submi�ng 
all relevant documenta�on, along with a short statement as to how they believe the dispute should be setled, to 
the Secretary and Agency Head. 

Upon receipt of the referral and relevant documenta�on, the Secretary and Agency Head will confer to consider 
the poten�al op�ons of resolu�on, and to arrive at a decision within fi�een (15) business days. The Secretary and 
Agency Head may appoint a review team, a facilitator, or both, to assist in the resolu�on of the dispute, If the 
Secretary and Agency Head are unable to come to a mutually acceptable decision within fi�een (15) business 
days, they may agree to issue an extension to allow for more �me. 

The final decision will be put in wri�ng, and will be signed by both the Secretary and Agency Head. If the Agreement 
is ac�ve at the �me of resolu�on, the Par�es will execute an amendment or change order to incorporate the final 
decision into the Agreement. The decision will be final and binding as to the mater reviewed and the dispute shall 
be setled in accordance with the terms of the decision.  

If the Secretary and Agency Head are unable to come to a mutually acceptable decision, the Par�es will request 
interven�on by the Governor, per RCW 43.17.330, in which case the governor shall employ whatever dispute 
resolu�on methods that the governor deems appropriate in resolving the dispute. 

Both Par�es agree that, the existence of a dispute notwithstanding, the Par�es will con�nue without delay to 
carry out all respec�ve responsibili�es under this Agreement that are not affected by the dispute. 

18. Hold Harmless. The Contractor shall be responsible for and shall hold DSHS harmless from all claims, loss, 
liability, damages, or fines arising out of or rela�ng to the Contractor's negligent acts or omissions or its 
performance or failure to perform this Agreement. DSHS shall be responsible for and shall hold the Contractor 
harmless from ail claims, loss, liability, damages, or fines arising out of or rela�ng to DSHS’ performance or 
failure to perform this Agreement. 

19. Ownership of Material. Copyright in all material created by the Contractor and paid for by DSHS as a 
part of this Interlocal Agreement shall be the property of the State of Washington. Both DSHS and 
Contractor may use these materials, and permit others to use them, for any purpose consistent with 
their respec�ve missions as agencies of the state of Washington. This material includes, but is not 
limited to: books; computer programs; documents; films; pamphlets; reports; sound reproduc�ons; 
studies; surveys; tapes; and/or training materials. Material that the Contractor uses to perform this 
Interlocal Agreement but which is not created for or paid for by DSHS shall be owned by Contractor or 
such other party as determined by Copyright Law and/or Contractor's internal policies. Contractor 
hereby grants (or, if necessary and to the extent reasonably possible, shall obtain and grant) a 
perpetual, unrestricted, royalty free, non-exclusive license to DSHS to use the materials for DSHS 
internal purposes. 
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20. Subrecipients. 

a. General. If the Contractor is a subrecipient of federal awards as defined by 2 CFR Part 200 this Agreement the 
Contractor shall:  

(1) Maintain records that iden�fy, in its accounts, all federal awards received and expended and the federal 
programs under which they were received, by Catalog of Federal Domes�c Assistance (CFDA) �tle and 
number, award number and year, name of the federal agency, and name of the pass-through en�ty; 

(2) Maintain internal controls that provide reasonable assurance that the Contractor is managing federal 
awards in compliance with laws, regula�ons, and provisions of contracts or grant agreements that could 
have a material effect on each of its federal programs; 

(3) Prepare appropriate financial statements, including a schedule of expenditures of federal awards; 

(4) Incorporate 2 CFR Part 200t Subpart F audit requirements into all agreements between the Contractor 
and its Subcontractors who are subrecipients; 

(5) Comply with the applicable requirements of 2 CFR Part 200, including any future amendments to 2 CFR Part 
200, and any successor or replacement Office of Management and Budget (OMB) Circular or regula�on; and 

(6) Comply with the Omnibus Crime Control and Safe streets Act of 1968, Title VI of the Civil Rights Act of 
1964, Sec�on 504 of the Rehabilita�on Act of 1973, Title Il of the Americans with Disabili�es Act of 1990, 
Title EX of the Educa�on Amendments of 1972, The Age Discrimina�on Act of 1 975, and The Department 
of Jus�ce Non-Discrimina�on Regula�ons, 28 C.F.R. Part 42, Subparts C.D.E. and G, and 28 C.F.R. Pan 35 
and 39. (Go to htps://ojp.qov/about/offices/ocr.htm for addi�onal informa�on and access to the 
aforemen�oned Federal laws and regula�ons.) 
 

 b. Single Audit Act Compliance. If the Contractor is a subrecipient and expends $750,000 or more in federal 
awards from any and/or all sources in any fiscal year, the Contractor shall procure and pay for a single audit 
or a program-specific audit for that fiscal year. Upon comple�on of each audit the Contractor shall:  

(1) Submit to the DSHS contact person the data collec�on form and repor�ng package specified in 2 CFR 
Part 200, Subpart F, reports required by the program-specific audit guide (if applicable), and a copy of 
any management leters issued by the auditor; 

(2) Follow-up and develop correc�ve ac�on for all audit findings; in accordance with 2 CFR Part 200, 
Subpart F; prepare a “Summary Schedule of Prior Audit Findings” repor�ng the status of all audit 
findings included in the prior audit's schedule of findings and ques�oned costs. 

c. Overpayments. If it is determined by DSHS, or during the course of a required audit, that the Contractor 
has been paid unallowable costs under this or any Program Agreement, DSHS may require the 
Contractor to reimburse DSHS in accordance with 2 CFR Part 200. 

21. Termina�on. 

a. Default. If for any cause, either party fails to fulfill its obliga�ons under this Agreement in a �mely 
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and proper manner, or if either party violates any of the terms and condi�ons contained in this 
Agreement then the aggrieved party wilt give the other party writen no�ce of such failure or 
viola�on. The responsible party will be given 15 working days to correct the viola�on or failure. 
If the failure or viola�on is not corrected, this Agreement may be terminated immediately by 
writen no�ce from the aggrieved party to the other party. 

b. Convenience. Either party may terminate this Interlocal Agreement for any other reason by 
providing 30 calendar days’ writen no�ce to the other party. 

c. Payment for Performance. If this Interlocal Agreement is terminated for any reason, DSHS shall only 
pay for performance rendered or costs incurred in accordance with the terms of this Agreement 
and prior to the effec�ve date of termina�on. 

22. Treatment of Client Property. Unless otherwise provided, the Contractor shall ensure that any adult 
client receiving services from the Contractor has unrestricted access to the client’s personal property. 
The Contractor shall not interfere with any adult client's ownership, possession, or use of the client’s 
property. The Contractor shall provide clients under age eighteen (18) with reasonable access to their 
personal property that is appropriate to the client’s age, development, and needs. Upon termina�on 
of the Contract, the Contractor shall immediately release to the client and/or the client's guardian or 
custodian all of the client's personal property. 
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1.  Defini�ons. Defini�ons specific to Special Terms and Condi�ons. 

a. "Data" means the informa�on that is disclosed or exchanged as described by this Agreement and includes all 
Data defined in the term Confiden�al Informa�on. 

2. Purpose. The purpose of this Contract is to: share de-iden�fied Data the Contractor to evaluate the Kinship 
Navigator Program of Washington State. 

3. Statement of Work. The Contractor shall provide the services and staff, and otherwise do all things necessary 
for or incidental to the performance of work, as set forth below: 

The Contractor's Partners for Our Children (POC) research team shall use the data described below to evaluate 
the Kinship Navigator Program of Washington State for the Family First Preven�on Services Act evidence based 
research project. The research project is effec�ve 9/30/19-12/21/2021. 

The Contractor will share all results with ALTSA as soon as they are available. 

4. Data Share. 
 
Kinship Navigator Needs Assessment informa�on will be gathered by the DSHS contracted Kinship Navigators 
at pilot sites. This will be input into the GetCare System through DSHS' Aging and Long-Term Support 
Administra�on (ALTSA). ALTSA will then share the de-iden�fied informa�on with the Contractor's Partners 
for Our Children (POC) research team. 

 
The shared Data will be de-iden�fied Data related to informa�on about children living in Kinship families, this 
includes: Caregiver demographics, employment/income and health, screening for needs to support Kinship 
child/children and as well as informa�on about the Kinship child/children, including rela�onal status, household 
make-up social/educa�onal/medical & behavioral statuses. 

Data will be extracted by ALTSA program staff and sent to the Contractor via Secure File Transfer (SSL). Data will 
not be stored or transferred to portable devices. 
 

5. Insurance. 

a. DSHS cer�fies that it is self-insured under the State's self-insurance liability program, as provided by RCW 
4.92.130, and shall pay for losses for which it is found liable. 

b. The Contractor cer�fies, by checking the appropriate box below, ini�aling to the le� of the box selected, and 
signing this Agreement, that: 

_______  ☐The Contractor is self-insured or insured through a risk pool and shall pay for losses for which 
it is found liable; or 

 _______  ☐The Contractor maintains the types and amounts of insurance iden�fied below and shall, prior 
to the execu�on of this Agreement by DSHS, provide cer�ficates of insurance to that effect to 
the DSHS contact on page one of this Agreement. 

Commercial General Liability Insurance (CGL) — to include coverage for bodily injury, property damage, and 
contractual liability, with the following minimum limits: Each Occurrence - $1,000,000; General Aggregate - 
$2,000,000. The policy shall include liability arising out of premises, opera�ons, independent contractors, 
products-completed opera�ons, personal injury, adver�sing injury, and liability assumed under an insured 
contract. The State of Washington, DSHS, its elected and appointed officials, agents, and employees shall be 
named as addi�onal insureds. 
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Exhibit A — Data Security Requirements  

1. Defini�ons. The words and phrases listed below, as used in this Exhibit, shall each have the following defini�ons: 

 a. "AES" means the Advanced Encryp�on Standard, a specifica�on of Federal Informa�on Processing Standards 
Publica�ons for the encryp�on of electronic data issued by the Na�onal Ins�tute of Standards and Technology 
(htp://nvlpubs.nist.gov/nistpubs/FiPS/NlST.FlPS.197.pdf). 

b. "Authorized Users(s)" means an individual or individuals with a business need to access DSHS Confiden�al 
Informa�on, and who has or have been authorized to do so. 

c. "Business Associate Agreement" means an agreement between DSHS and a contractor who is receiving Data 
covered under the Privacy and Security Rules of the Health Insurance Portability and Accountability Act of 
1996. The agreement establishes permited and required uses and disclosures of protected health informa�on 
(PHI) in accordance with HIPAA requirements and provides obliga�ons for business associates to safeguard 
the informa�on. 

d. “Category 4 Data" is data that is confiden�al and requires special handling due to statutes or regula�ons that 
require especially strict protec�on of the data and from which especially serious consequences may arise in 
the event of any compromise of such data. Data classified as Category 4 includes but is not limited to data 
protected by: the Health Insurance Portability and Accountability Act (HIPAA), Pub. L. 104-191 as amended by 
the Health Informa�on Technology for Economic and Clinical Health Act of 2009 (HITECH), 45 CFR Parts 160 
and 164; the Family Educa�onal Rights and Privacy Act (FERPA), 20 U.S.C S1232; 34 CFR Part 99; Internal 
Revenue Service Publica�on 1075 (htps://www.irs.gov/pub/irs-pdf/p1075.pdf); Substance Abuse and Mental 
Health Services Administra�on regula�ons on Confiden�ality of Alcohol and Drug Abuse Pa�ent Records, 42 
CFR Part 2; and/or Criminal Jus�ce Informa�on Services, 28 CFR Part 20. 

e. "Cloud" means data storage on servers hosted by an en�ty other than the Contractor and on a network outside 
the control of the Contractor. Physical storage of data in the cloud typically spans mul�ple servers and o�en 
mul�ple loca�ons. Cloud storage can be divided between consumer grade storage for personal files and 
enterprise grade for companies and governmental en��es. Examples of consumer grade storage would 
include iTunes, Dropbox, Box.com, and many other en��es. Enterprise cloud vendors include Microso� Azure, 
Amazon Web Services, and Rackspace. 

f.  "Encrypt" means to encode Confiden�al Informa�on into a format that can only be read by those 
possessing a "key"; a password, digital cer�ficate or other mechanism available only to authorized 
users. Encryp�on must use a key length of at least 256 bits for symmetric keys, or 2048 bits for 
asymmetric keys. When a symmetric key is used, the Advanced Encryp�on Standard (AES) must be 
used if available. 

g. "FedRAMP" means the Federal Risk and Authoriza�on Management Program (see 
www.fedramp.gov), which is an assessment and authoriza�on process that federal government 
agencies have been directed to use to ensure security is in place when accessing Cloud compu�ng 
products and services.  

h. "Hardened Password" means a string of at least eight characters containing at least three of the 
following four character classes: Uppercase alphabe�c, lowercase alphabe�c, numeral, and special 
characters such as an asterisk, ampersand, or exclama�on point. 
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i. "Mobile Device" means a compu�ng device, typically smaller than a notebook, which runs a mobile 
opera�ng system, such as jOS, Android, or Windows Phone. Mobile Devices include smart phones, 
most tablets, and other form factors. 

j. "Mul�-factor Authen�ca�on" means controlling access to computers and other IT resources by 
requiring two or more pieces of evidence that the user is who they claim to be. These pieces of 
evidence consist of something the user knows, such as a password or PIN; something the user has 
such as a key card, smart card, or physical token; and something the user is, a biometric iden�fier 
such as a fingerprint, facial scan, or re�nal scan. "PIN" means a personal iden�fica�on number, a 
series of numbers which act as a password for a device. Since PINs are typically only four to six 
characters, PINs are usually used in conjunc�on with another factor of authen�ca�on, such as a 
fingerprint. 

k. "Portable Device" means any compu�ng device with a small form factor, designed to be transported 
from place to place. Portable devices are primarily batery powered devices with base compu�ng  
resources in the form of a processor, memory, storage, and network access. Examples include, but 
are not limited to, mobile phones, tablets, and laptops. Mobile Device is a subset of Portable Device. 

l. "Portable Media" means any machine readable media that may rou�nely be stored or moved 
independently of compu�ng devices. Examples include magne�c tapes, op�cal discs (CDs or DVDs), 
flash memory (thumb drive) devices, external hard drives, and internal hard drives that have been 
removed from a compu�ng device 

m. "Secure Area" means an area to which only authorized representa�ves of the en�ty possessing the 
Confiden�al Informa�on have access, and access is controlled through use of a key, card key, 
combina�on lock, or comparable mechanism, Secure Areas may include buildings, rooms or locked 
storage containers (such as a filing cabinet or desk drawer) within a room, as long as access to the 
Confiden�al Informa�on is not available to unauthorized personnel. In otherwise Secure Areas, such 
as an office with restricted access, the Data must be secured in such a way as to prevent access by 
non-authorized staff such as janitorial or facility security staff, when authorized  Contractor staff are 
not present to ensure that non-authorized staff cannot access it. 

n. "Trusted Network" means a network operated and maintained by the Contractor, which includes security 
controls sufficient to protect DSHS Data on that network. Controls would include a firewall between any other 
networks, access control lists on networking devices such as routers and switches, and other such mechanisms 
which protect the confiden�ality, integrity, and availability of the Data. 

o. "Unique User ID" means a string of characters that iden�fies a specific user and which, in conjunc�on 
with a password, passphrase or other mechanism, authen�cates a user to an informa�on system. 

2. Authority. The security requirements described in this document reflect the applicable requirements of 
Standard 141.10 (htps://ocio.wa.gov/policies) of the Office of the Chief informa�on Officer for the state 
of Washington, and of the DSHS Informa�on Security Policy and Standards Manual. Reference material 
related to these requirements can be found here: htps://wwwdshs.wa.gov/sesa/centralcontract-
services/keepinq-dshs-client-informa�on-private-and-secure, which is a site developed by the DSHS 
Informa�on Security Office and hosted by DSHS Central Contracts and Legal Services. 

3. Administra�ve Controls. The Contractor must have the following controls in place: 

a. A documented security policy governing the secure use of its computer network and systems, and 
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which defines sanc�ons that may be applied to Contractor staff for viola�ng that policy. 

b. If the Data shared under this agreement is classified as Category 4, the Contractor must be aware of and 
compliant with the applicable legal or regulatory requirements for that Category 4 Data. 

c. If Confiden�al Informa�on shared under this agreement is classified as Category 4, the Contractor must have 
a documented risk assessment for the system(s) housing the Category 4 Data. 

4. Authoriza�on, Authen�ca�on, and Access. In order to ensure that access to the Data is limited to authorized 
staff, the Contractor must: 

a. Have documented policies and procedures governing access to systems with the shared Data. 

b. Restrict access through administra�ve, physical and technical controls to authorized staff. 

c. Ensure that user accounts are unique and that any given user account logon ID and password combina�on is 
known only to the one employee to whom that account is assigned. For purposes of non-repudia�on, it must 
always be possible to determine which employee performed a given ac�on on a system housing the Data 
based solely on the logon ID used to perform the ac�on.  

d. Ensure that only authorized users are capable of accessing the Data. 

e. Ensure that an employee's access to the Data is removed immediately: 

(1) Upon suspected compromise of the user creden�als. 

(2) When their employment, or the contract under which the Data is made available to them, is terminated. 

(3) When they no longer need access to the Data to fulfill the requirements of the contract. 

f. Have a process to periodically review and verify that only authorized users have access to systems containing 
DSHS Confiden�al Informa�on. 
 

g. When accessing the Data from within the Contractor's network (the Data stays within the Contractor's network 
at all �mes), enforce password and logon requirements for users within the Contractor's network, including: 

(1) A minimum length of 8 characters, and containing at least three of the following character classes: 
uppercase leters, lowercase leters, numerals, and special characters such as an  asterisk, ampersand, 
or exclama�on point. 
 

(2) That a password does not contain a user's name, logon ID, or any form of their full name. 
 

(3) That a password does not consist of a single dic�onary word. A password may be formed as a 
passphrase which consists of mul�ple dic�onary words. 
 

(4) That passwords are significantly different from the previous four passwords. Passwords that 
increment by simply adding a number are not considered significantly different.  
 

h. When accessing Confiden�al Informa�on from an external loca�on (the Data will traverse the  
Internet or otherwise travel outside the Contractor's network), mi�gate risk and enforce password 
and logon requirements for users by employing measures including: 
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(1) Ensuring mi�ga�ons applied to the system don't allow end-user modifica�on. 

(2) Not allowing the use of dial-up connec�ons. 

(3) Using industry standard protocols and solu�ons for remote access. Examples would include 
RADIUS and Citrix. 

(4) Encryp�ng all remote access traffic from the external worksta�on to Trusted Network or to 
a component within the Trusted Network. The traffic must be encrypted at all �mes while 
traversing any network, including the Internet, which is not a Trusted Network. 

(5) Ensuring that the remote access system prompts for re-authen�ca�on or performs 
automated session termina�on a�er no more than 30 minutes of inac�vity. 

(6) Ensuring use of Mul�-factor Authen�ca�on to connect from the external end point to the 
internal end point. 

i. Passwords or PIN codes may meet a lesser standard if used in conjunc�on with another authen�ca�on 
mechanism, such as a biometric (fingerprint, face recogni�on, iris scan) or token (so�ware, hardware, smart 
card, etc.) in that case: 

(1) The PIN or password must be at least 5 leters or numbers when used in conjunc�on with at least one 
other authen�ca�on factor 
 

(2) Must not be comprised of all the same leter or number (11111, 22222, aaaaa, would not be acceptable) 
 

(3) Must not contain a "run" of three or more consecu�ve numbers (12398, 98743 would not be acceptable) 

j. If the contract specifically allows for the storage of Confiden�al Informa�on on a Mobile Device, passcodes used 
on the device must: 

(1) Be a minimum of six alphanumeric characters. 

(2) Contain at least three unique character classes (upper case, lower case, leter, number). 

(3) Not contain more than a three consecu�ve character run. Passcodes consis�ng of 12345, or abcd12 
would not be acceptable. 

  k. Render the device unusable a�er a maximum of 10 failed logon atempts.  

5. Protec�on of Data. The Contractor agrees to store Data on one or more of the following media and protect 
the Data as described: 

a. Hard disk drives. For Data stored on local worksta�on hard disks, access to the Data will be 
restricted to Authorized User(s) by requiring logon to the local worksta�on using a Unique User 
ID and Hardened Password or other authen�ca�on mechanisms which provide equal or greater 
security, such as biometrics or smart cards. 

b. Network server disks. For Data stored on hard disks mounted on network servers and made 
available through shared folders, access to the Data will be restricted to Authorized Users 
through the use of access control lists which will grant access only a�er the Authorized User has 
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authen�cated to the network using a Unique User ID and Hardened Password or other 
authen�ca�on mechanisms which provide equal or greater security, such as biometrics or smart 
 cards. Data on disks mounted to such servers must be located in an area which is accessible only 
to authorized personnel, with access controlled through use of a key, card key, combina�on lock, 
or comparable mechanism. 

For DSHS Confiden�al Informa�on stored on these disks, dele�ng unneeded Data is sufficient 
as long as the disks remain in a Secure Area and otherwise meet the requirements listed in the 
above paragraph. Destruc�on of the Data, as outlined below in Sec�on 8 Data Disposi�on, may 
be deferred un�l the disks are re�red, replaced, or otherwise taken out of the Secure Area. 

c. Op�cal discs (CDs or DVDs) in local worksta�on op�cal disc drives. Data provided by DSHS on 
op�cal discs which will be used in local worksta�on op�cal disc drives and which will not be 
transported out of a Secure Area. When not in use for the contracted purpose, such discs must 
be Stored in a Secure Area. Worksta�ons which access DSHS Data on op�cal discs must be located 
in an area which is accessible only to authorized personnel, with access controlled through use 
of a key, card key, combina�on lock, or comparable mechanism.  

d. Op�cal discs (CDs or DVDs) in drives or jukeboxes atached to servers. Data provided by DSHS on 
op�cal discs which will be atached to network servers and which will not be transported out of a 
Secure Area. Access to Data on these discs will be restricted to Authorized Users through the use of 
access control lists which will grant access only a�er the Authorized User has authen�cated to the 
network using a Unique User ID and Hardened Password or other authen�ca�on mechanisms which 
provide equal or-greater security, such as-biometrics or smart cards Data on discs atached to such 
servers must be located in an area which is accessible only to authorized personnel, with access 
controlled through use of a key, card key, combina�on lock, or comparable mechanism. 

e. Paper documents. Any paper records must be protected by storing the records in a Secure Area 
which is only accessible to authorized personnel. When not in use, such records must be stored in 
a Secure Area. 

f. Remote Access. Access to and use of the Data over the State Governmental Network (SGN) or 
Secure Access Washington (SAW) will be controlled by DSHS staff who will issue authen�ca�on 
creden�als (e.g. a Unique User ID and Hardened Password) to Authorized Users on Contractor's 
staff. Contractor will no�fy DSHS staff immediately whenever an Authorized User in possession of 
such creden�als is terminated or otherwise leaves the employ of the Contractor, and whenever an 
Authorized User's du�es change such that the Authorized user no longer requires access to perform 
work for this Contract. 

g. Data storage on portable devices or media. 

(1) Except where otherwise specified herein, DSHS Data shall not be stored by the Contractor on 
portable devices or media unless specifically authorized within the terms and condi�ons of the 
Contract. If so authorized, the Data shall be given the following protec�ons: 

(a) Encrypt the Data. 

(b) Control access to devices with a Unique User ID and Hardened Password or stronger 
authen�ca�on method such as a physical token or biometrics. 
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(c) Manually lock devices whenever they are le� unatended and set devices to lock automa�cally a�er 
a period of inac�vity, if this feature is available. Maximum period of inac�vity is 20 minutes. 

(d) Apply administra�ve and physical security controls to Portable Devices and Portable Media by: 

i. Keeping them in a Secure Area when not in use,   

ii. Using check-in/check-out procedures when they are shared, and iii. 

Taking frequent inventories. 

(2) When being transported outside of a Secure Area, Portable Devices and Portable Media with 
DSHS Confiden�al Informa�on must be under the physical control of Contractor staff with 
authoriza�on to access the Data, even if the Data is encrypted. 

h. Data stored for backup purposes. 

(1) DSHS Confiden�al Informa�on may be stored on Portable Media as part of a Contractor's 
exis�ng, documented backup process for business con�nuity or disaster recovery purposes. 
Such storage is authorized un�l such �me as that media would be reused during the course of 
normal backup opera�ons. If backup media is re�red while DSHS Confiden�al Informa�on s�ll 
exists upon �7 such media will be destroyed at that �me in accordance with the disposi�on 
requirements below in Sec�on 8 Data Disposi�on. 
 

(2) Data may be stored on non-portable media (e.g. Storage Area Network drives, virtual media,  
etc.) as part of a Contractor's exis�ng, documented backup process for business con�nuity or 
disaster recovery purposes. If so, such media will be protected as otherwise described in this 
exhibit. If this media is re�red while DSHS Confiden�al Informa�on s�ll exists upon it, the data 
will be destroyed at that �me in accordance with the disposi�on requirements below in Sec�on 
8 Data Disposi�on. 

i.    Cloud storage. DSHS Confiden�al Informa�on requires protec�ons equal to or greater than those 
specified elsewhere within this exhibit. Cloud storage of Data is problema�c as neither DSHS nor the 
Contractor has control of the environment in which the Data is stored. For this reason:  

(1) DSHS Data will not be stored in any consumer grade Cloud solu�on, unless all of the following 
condi�ons are met: 

(a) Contractor has writen procedures in place governing use of the Cloud storage and 
Contractor atests in wri�ng that ail such procedures will be uniformly followed. 

(b) The Data will be Encrypted while within the Contractor network. 

(c) The Data will remain Encrypted during transmission to the Cloud.  

(d) The Data will remain Encrypted at all �mes while residing within the Cloud storage solu�on. 

(e) The Contractor will possess a decryp�on key for the Data, and the decryp�on key will be 
possessed only by the Contractor and/or DSHS. 
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(f) The Data will not be downloaded to non-authorized systems, meaning systems that are not 

on either the DSHS or Contractor networks. 

(g) The Data will not be decrypted un�l downloaded onto a computer within the control of an 
Authorized User and within either the DSHS or Contractor's network. 

(2) Data will not be stored on an Enterprise Cloud storage solu�on unless either: 

(a) The Cloud storage provider is treated as any other Sub-Contractor and agrees in wri�ng to 
all of the requirements within this exhibit; or, 

(b) The Cloud storage solu�on used is FedRAMP cer�fied. 
 

(3) If the Data includes protected health informa�on covered by the Health Insurance Portability 
and  Accountability Act (HIPAA), the Cloud provider must sign a Business Associate Agreement 
prior to Data being stored in their Cloud solu�on. 

6.  System Protec�on. To prevent compromise of systems which contain DSHS Data or through which that Data 
passes: 

a. Systems containing DSHS Data must have all security patches or ho�ixes applied within 3 months of being 
made available. 

b. The Contractor will have a method of ensuring that the requisite patches and ho�ixes have been applied 
within the required �meframes. 
 

c. Systems containing DSHS Data shall have an An�-Malware applica�on, if available, installed. 
 

d. An�-Malware so�ware shall be kept up to date. The product, its an�-virus engine, and any malware 
database the system uses, will be no more than one update behind current. 

 
7.  Data Segrega�on. 

a. DSHS Data must be segregated or otherwise dis�nguishable from non-DSHS data. This is to ensure that 
when no longer needed by the Contractor, all DSHS Data can be iden�fied for return or destruc�on. It also 
aids in determining whether DSHS Data has or may have been compromised in the event of a security 
breach. As such, one or more of the following methods will be used for data segrega�on. 

(1) DSHS Data will be kept on media (e.g. hard disk, op�cal disc, tape, etc.) which will contain no non-DSHS 
Data. And/or, 

(2) DSHS Data will be stored in a logical container on electronic media, such as a par��on or folder dedicated 
to DSHS Data. And/or  

(3) DSHS Data will be stored in a database which will contain no non-DSHS data. And/or, 

(4) DSHS Data will be stored within a database and will be dis�nguishable from non-DSHS data by the value 
of a specific field or fields within database records. 

(5) When stored as physical paper documents, DSHS Data will be physically segregated from non-DSHS data 
in a drawer, folder, or other container. 
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b. When it is not feasible or prac�cal to segregate DSHS Data from non-DSHS data, then both the 
DSHS Data and the non-DSHS data with which it is commingled must be protected as described in 
this exhibit. 

8.  Data Disposi�on. When the contracted work has been completed or when the Data is no longer 
needed, except as noted above in Sec�on 5.b, Data shall be returned to DSHS or destroyed. Media on 
which Data may be stored and associated acceptable methods of destruc�on are as follows: 

 

 

Data stored on: Will be destroyed by: 

Server or worksta�on hard disks, or 

Removable media (e.g. floppies, USB flash drives, 
portable hard disks) excluding op�cal discs 

Using a “wipe” u�lity which will overwrite the Data 
at least three (3) �mes using either random or 
single character data, or 

Degaussing sufficiently to ensure that the Data 
cannot be reconstructed, or 

Physically destroying the disk 
  

Paper documents with sensi�ve or Confiden�al 
Informa�on 

Recycling through a contracted firm, provided 
the contract with the recycler assures that the 
confiden�ality of Data will be protected. 

  

Paper documents containing Confiden�al 
Informa�on requiring special handling (e.g. protected 
health informa�on 

On-site shredding, pulping  or incinera�on 

  

Op�cal discs (e.g. CDs or DVDs) Incinera�on, shredding, or completely defacing the 
readable surface with a coarse abrasive 

  

Magne�c Tape Degaussing, incinera�ng or crosscut shredding 
 

9. No�fica�on of Compromise or Poten�al Compromise. The compromise or poten�al compromise of DSHS 
shared Data must be reported to the DSHS Contact designated in the Contract within one (1) business day of 
discovery. If no DSHS Contact is designated in the Contract, then the no�fica�on must be reported to the DSHS 
Privacy Officer at dshsprivacyofficer@dshs.wa.gov. Contractor must also take ac�ons to mi�gate the risk of loss 
and comply with any no�fica�on or other requirements imposed by law or DSHS.  

10. Data shared with Subcontractors. If DSHS Data provided under this Contract is to be shared with a subcontractor, 
the Contract with the subcontractor must include all of the data security provisions within this Contract and 
within any amendments, atachments, or exhibits within this Contract. If the Contractor cannot protect the Data 
as ar�culated within this Contract, then the contract with the sub-Contractor must be submited to the DSHS 
Contact specified for this contract for review and approval. 

  



 

Contract Request and Approval (CRA) Form, Checklist and Instruc�ons 

Contract Request and Approval (CRA) for use by: 
ALTSA/DDA/ODHH 

Requestor Name:  
(requestor must complete Sec�ons 1 and 2) 

Contract Manager:  
DSHS Contract#:  

Sec�on 1: Contractor Informa�on — to be completed by Requestor 
Contractor Legal Name and DBA (doing business as):  

Contractor Contact Person:                                             Contractor SSN or Federal ID#:  
Contractor Mailing Address:  

   Phone:  Fax:                                         Email:   
Sec�on 2: Contract Informa�on — to be completed by Requestor 

Contract Start Date:  

 
Contract End Date:  

Contract Max or Amendment Amount: $  
Contract Funding Source:  
Does your Funding Source contain FFATA Requirements?  
Does your Funding Source contain Affordable Care Act Requirements? Contact the Fiscal 
Office for assistance on funding ques�ons 

Who will approve invoices/payments?  

Atach Descrip�on of Services or SOW. 

Does this contract require: ☐WA State Business License ☐Professional License/Cert. ☐ Background Check 

Will this Contractor be subcontrac�ng these services? 

Risk Assessment completed and on file for this service/contractor? ☐Yes, atached ☐No, explain 
Monitoring Plan completed and on file for this service/contractor? ☐Yes, atached ☐ No, explain  
Who, in your program, will monitor this contract?  
Who, in your program, will enter monitoring informa�on into the ACD or keep monitoring informa�on:  
Sec�on 3: Contract Informa�on — to be completed by Contract Manager 
Type of Contract: ☐Personal Service ☐ Purchased Service ☐Client Service ☐Intra-Agency  

☐Interlocal ☐ Informa�on Technology ☐Data Sharing 
Type of Procurement:  ☐Compe��ve  ☐Sole Source  ☐Emergency ☐ None 
Type of Insurance Required: ☐CGL      ☐PL      ☐Auto     ☐Waiver   ☐Excluded 

Sec�on 4: Fiscal Informa�on/Approval - ALL AREAS OF SECTION 4. TO BE COMPLETED BY FISCAL STAFF 
Vendor/sub-recipient?  ☐Vendor ☐ Sub-recipient  ☐CFDA#(s): 

Local Match Cer�fica�on Required?  ☐ Yes  ☐ No 
FUND  APPN PRG SOBJ  SSOBJ  ORG  ALLOC PROJECT SPROJ PROJPH Amount 

           

           

State Funds $ Federal $ Local $ Other $ Medicaid$ ☐ Yes ☐ NO 
Sec�on 5: Approvals 
IT Security Administrator or designee Approval: 

Fiscal Review/Approval: Date: 

Budget Review/Approval: Date: 

Program Manager Final Approval: Date: 

Program Office Chief Final Approval: Date:  



 

Contract Request and Approval (CRA) Form, Checklist and Instruc�ons 

 

Contract Number: Contractor Name: 

Performance-Based Contracts Checklist 
The Governor's Execu�ve Order 10-07 requires that all contracts for products and services meet performance-based contrac�ng standards. 

Is this a contract that requires payment for goods or services?                                                                   ☐           ☐ 
Yes        No 

If your answer is no, you may stop here and sign the form below. This contract is "out-of-scope" and is not required to be performance-based. If 
your answer is yes, answer all of the ques�ons in the sec�ons below. 

 
1. Does this contract iden�fy expected deliverables?     ☐ ☐ 

(Optional) Reference:        Yes          No 
2. Does this contract iden�fy performance measures?     ☐ ☐ 

(Optional) Reference:        Yes          No 
3. Does this contract iden�fy outcomes?       ☐ ☐ 

(Optional) Reference:        Yes          No 
4. Is the payment con�ngent on successful delivery of deliverables or accomplishments ☐ ☐ 

of performance measures or outcomes?      Yes          No 
(Optional) Reference: 

5. Does the contract include incen�ves provided to the contract for performance?  ☐ ☐ 
(Optional) Reference:        Yes          No 

6. Does the contract include consequences for non-performance (other than termina�on of ☐ ☐ 
the contract) for default?        Yes          No 
(Optional) Reference: 

7. Does the contract include other techniques or methods to ensure that agreed-upon value ☐ ☐ 
to DSHS is received?         Yes          No 
(Optional) Reference: 
 
 

Is it a Performance-Based Contract?      ☐ ☐ 

           Yes          No 
To meet performance-based contrac�ng standards, you must have: 

a. A yes answer to Ques�on #1 or Ques�on #2 or Ques�on #3 above;  
and 

b. A yes answer to Ques�on #4 above. 
If this contract is not performance-based, complete the form Request for Exemption to Performance-Based Contracting 

Requirement and submit it for approval as directed.  
PLEASE NOTE: If this contract includes yes answers to only Ques�ons #1 and #4, you are mee�ng only the minimum standards for a 
performance-based contract. The Department's goal is to achieve more than minimal compliance. 
If you have answered yes to Ques�ons #1 and #4 only such that this contract is only minimally Performance-Based, please reconsider: (a) 
whether this contract could be modified to �e payment to achievement of target performance measures or outcomes, and (b) whether you 
could incorporate incen�ves for good performance and/or consequences for less than acceptable performance into this contract. 
 

      _____________________________              __________________         ____________ 
Signature of Person Comple�ng Checklist         Printed Name & Title                    Date 


	Performance-Based Contracts Checklist

